At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

SETTING UP NEW DEVICES
“- FOR CHILDREN

At Christmas, millions of lucky children will be excitedly ripping the wrapping off new phones, tablets, computers or
consoles. However, in the rush to let young ones enjoy their shiny gadgets, many parents neglect to set these devices
up safely - increasing the chances of children going online and stumbling across adult content, making expensive
downloads or installing unsuitable apps. A little time configuring the device properly can save a lot of anguish-later.
Here are our top tips to ensure that a dream gift on Christmas morning doesn’t turn into a nightmare by New Year.
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I pASSCODES FOR IPHONE/IPAD "!‘

If your child’s getting their own iPhone or
d iPad, you can set parental controls that
make it difficult for them to access
... inappropriate content or download
expensive apps. Once the device is <
set up, go to the Settings app and tap
Screen Time, then select Use Screen
Time Passcode and enter a !
..... passcode. Keep it to yourself X X ¥
so your child can’t switch the *
protection off.
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! you can adjust various ! | .
safety settings. You could, for
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2ViC booting
up a new fa C orachild’'s
. own device, set it up using your
own account details and you’ll
become the admin by default. The
set up children with their own separa
account: Settings > Accounts > Famil
_ Other Users > Add Other User.

& SETWINDOWS LIMITS

‘s account has
arent admin

Once your chi
been created
can go back i
er Users

example, only allow communication . toit. Th i

with people from the Contacts app, place o \ e ting screen time, the type l
restrictions on App Store purchases and ; - of games and apps that can%e \
quly age limits to movies, music and installed, we iﬁ:ers and more. »
web content. There are many more o J Microsoft al reporting

protective options available within the
Screen Time settings section.
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FAMILY LINK FOR ANDROID

Parents can manage Android ‘\

phones and tablets, as well as

Google Chromebooks, through

Google’s Family Link app. y

This gives your child some '

independence (and their own

Google account) but lets parents

monitor which apps are being used,

set limits on content and ensure that

parental permission is required to

install apps. Look for Family Link in the
!Google Play Store.
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ADD A CHILD TO FAMILY LINK

The easiest way to add a child’s device
to Family Link is to set it up with its own
Goo%le account. It’s a good idea to
create this before they use their new
phone, tablet or Chromebook. Once
they’re logged in, open the Family
Link app on your phone, press ‘+’in
the top right and add a new family
member usinq their Google
account details. Then follow the
on-screen instructions.
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y FAMILY SHARING ON A MAC

tools which, for example, can email
you with a weekly summary of your
| child’s activity on the device.
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= REAT AN YBOX LIKEA PC —

\ | The same control settings you x ‘
% use for a PC can be used to apply
a8 parental controls on an Xbox.

Again, once Kour child is signed into
the Xbox with their own account, you
can then monitor and regulate their
activity from a PC or web browser.
Microsoft’'s dashboard allows you to
manage voice communication through
. the console: so you can limit who can
' contact your child, for example.
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INSTALL XBOX FAMILY SETTINGS

If you don’t have a PC, but your child

does have an Xbox, it might be easier to

use the Xbox Family Settings app for ~
iPhone or Android. Here, you can restrict "‘
console screen time (particularly handy

if the console is in a bedroom), restrict
communication and monitor the types

of game being played. There’s also a

feature where you can allocate spending

money for games or in-game purchases.
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" DISCUSS ITWITH YOUR CHILD STAV VIGILANT

Families using a Mac get similar a1, ﬁ If you’re planning to implement It's important to remember
screen time options to iPhone and 6” A - any kind of restriction or protection that none of these methods

* iPad users. Again, if you're setting settings on your child’s new device, is 100% foolproof. Nobody will
up a Mac for a child, make yourself we'd recommend having a discussion ever invent flawless filters or
the main admin and add them as a user. — with your young one first about what arental controls — not least
This is handled through Apple’s Family these controls do, and what they are ecause what’s unacceptable to some parents
Sharing service, which not only allows you to * for. If you try to impose parental controls is perfectly acceptable to others. So although
put controls on child accounts but share apps surreptitiously or with no advance warning, devices’ parental controls will help to keep your
and other purchases with them too. Search don’t be surprised if your child tries to find a child safe online, they work best side by side
‘family sharing’ at https:/[support.apple.com. * way around them. with good old-fashioned parental vigilance.
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Meet Our Expert

Barry Collins has been a technology journalist and editor for
more than 20 years, working for titles such as the Sunday Times,
Which?, PC Pro and Computeractive. He's appeared regularly as
a technology pundit on television and radio, including on
Newsnight, Radio 5 Live and ITV News at Ten. He has two children
and writes regularly about internet safety issues.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 22.12.2021



