
GAMES
CONSOLES

At National Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about on line 
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for f urther guides, hints and  tips  for  adults. 

Our Expert
Mar k Foster

Mark Foster has worked in the gaming 
industry for 5 years as a writer, editor and 
presenter. He is the curr ent gaming editor 
of two of the biggest gaming news sites in 
the world, UNILAD Gaming and 
GAMINGbible. Starting gaming fro m a 
young age with his siblings, he has a passion 
for understanding how games and tech 
work, but more importantly, how to make 
them safe and fun.

What are they? Safety TipsKnow the Risks
Online Content

Whil e m od ern co nsoles don' t strictly n eed to be 
connected t o th e int ernet , man y of the m also 

dou bl e up a s an int ern et browse r or provid e the 
ability t o strea m TV sho ws and movies , so it’s 

importan t tha t th e app ropr ia te fil ter s an d parental 
control s ar e in plac e to restric t children viewing 

any unsuitable co nt ent.

Addictive nature

Game s co nsoles requir e vi de o games , and both 
ca n ul ti mately co ntribute to wards an ad dictive 
hab it . Playin g to o muc h and to o often ca n force 
childre n to becom e rel ia nt on th e goo d feelings 
release d whe n playin g games , m ak ing them 

mor e likely t o wan t to pla y the m mor e frequently, 
and fo r longe r period s of ti me.

‘Games Consoles’
Muc h lik e a televi sio n allow s yo u to watch 

mo vies o r a radi o allows yo u to listen to 
mu sic , a games consol e allow s you t o play 
vide o games. Th e mos t m od ern ones are 
names yo u mig ht be fami lia r with – Sony 
PlaySta ti on , Mic rosof t Xbox , an d Nint endo 
Switch  –  and almos t all  of the m can now 

con nec t to th e int erne t and b e enjoy ed on line 
with friends

Hacking risk

It's almos t impossibl e to avoid s ig ni ng up t o di fferent 
service s when using m od ern co nsoles. Keep ing 

track o f all thes e acc ou nts ca n be confusing and in  a 
worst-cas e sce nario , fraudster s cou ld gai n acc ess 

to personal informa ti on , ad dresse s and b an k d et ails 
by hackin g on line p rof iles.

Block and report

If someon e has m ad e you r ch ild  feel uncomfortable , mak e not e of 
suspec t players’ usernames. Often , you’l l be abl e to ban o r block 

thes e players i n a game’ s set ti ngs. I f you hav e proo f of thei r int en ti ons, 
don’ t hesitat e to contac t you r loca l polic e forc e or aut ho rity with as 

much in forma ti on and evid en ce as yo u can gat he r.

Seek Support

If you’r e con ce rne d ab ou t you r chi ld playing to o muc h on their 
co nsole an d thi nk the y ma y hav e deve lope d a g am ing ad dic ti on , try 
and offe r the m support. Th e Worl d Heal th Orga nis ati on ha s classified 

gam ing d isorde r as  a mental he al th condi ti on an d ther e may be 
external provider s locall y wh o can offe r you mor e targeted help.

Keep IDs safe

Be sur e to tal k to you r child ab ou t th e importanc e of keep in g their 
identit y sa fe. If the y eve r rece ive mess ag es claimin g to be from 

com pan ies bu t somet hi ng doesn’ t feel right , tell the m not to respond 
and in for m you . Thing s lik e od d spellin g and grammar , strang e email 

ad dresses , or askin g fo r persona l information ar e tell-tal e signs.

Check contacts

Onlin e predators an d hacker s ofte n use sly tac ti cs 
to buil d relati on shi ps with children g et the m to 

ill ic it persona l det ail s throug h gaming platforms 
or gaming c om muni tie s. Be on th e look ou t for 

suspec t com mun ica ti on s suc h as intru sive 
personal me ssag es or peopl e yo u suspec t m ig ht 

no t be wh o they say the y are.

Look for behaviour changes

Becoming withdr aw n, irr itabl e an d an xious when 
no t playin g on  a game s co nsole ar e tr ad emark 
symptom s of gamin g ad dic ti on . If children turn 

angry whe n aske d to stop pl ay ing , tha t cou ld also 
be a s ig n tha t an int erven ti on is n eeded.

Keep details private

Games co nsoles wil l almos t exclu sivel y as k you to 
ent er you r detail s securely on th e co nsole itself , or 

through  a truste d websit e ti ed to th e co nsole maker. 
If somebody claiming t o be working fo r Sony, 
Mic rosof t or Nint end o asks you t o shar e you r 

password s or acc ou nt details , do not giv e it to them. 

Online Chat 

Onc e connecte d to th e int ernet , players can tal k to 
ea ch  othe r eithe r ove r hea dset s or usin g tex t chat 

func tions o n th e co nsoles. With ou t th e proper 
protec tions i n place , chi ldren cou ld speak t o anybody 
of any ag e and find themselve s buildin g relation shi ps 

with stranger s the y kn ow  nothin g ab ou t.

Use parental controls

Mos t gam ing co nsoles wil l hav e parenta l controls 
whi ch ca n be use d to set up thi ngs lik e famil y 

man ag eme nt  acc ou nts . From he re, parents can 
ofte n set ag e limits o n games and co nt ent , spending 

restric ti ons , limi t play ti m e an d set up passwords 
and authen ti ca ti ons t o hel p kee p chi ldren sa fe.

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 10.09.2020
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